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System Security Information 
Presentation

• What is OISS? 
• The Current Situat ion: a 50000ft  view
• The Evolut ion of the Threat Model
• Effects of an Attack
• Planning and Integrat ing Security
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Office of Information Systems 
Security

• Created by campus IT security policy.
• “The focus of OISS is to raise awareness 

of security issues on campus and to 
assist in the implementation of best 
common practices.”
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Are you Prepared?

• The Office of Information Systems 
Security (OISS) has been formed to help 
create a unifying IT Security policy for 
campus.

• We can help you create your policies 
and procedures in addit ion to 
explaining some of the intrusion risks 
and mit igation techniques.
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Who’s Attacking?

• Hackers
• Script Kiddies
• Automated viruses/ worms
• Disgruntled staff/ students
• Industrial spies

• Attacks are bidirectional - -  they might 
be leaving your network!
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Why are they attacking?

• Simply by being connected you are a 
target.

• An attacker’s motivat ions are their 
own, often attacking simply because 
you are there and they can.

• In many cases the attacker may not 
realize the importance of one system 
over another. 
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Increasing Opportunit ies for 
Attack

• As computers become more ubiquitous 
throughout our business, our reliance 
on them to fulf ill our mission 
increases.

• Literally thousands of vulnerabilit ies 
may exist on your network today.

• Many of these vulnerabilit ies are 
f ixable, increasing security awareness 
and deploying patches will limit their 
impact.
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Attack Trends
CERT - -  Annual Reported Attacks
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Present and Future Threats

• Tools available to attackers are 
increasingly more sophist icated, 
allowing even inexperienced persons to 
cause great amounts of damage.

• These tools are also designed to 
provide distributed large- scale attacks.
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Present and Future Threats

• Systems and Network Administrators 
are often unable to deal with these 
threats due to:
– Lack of t raining
– Insuff icient resources
– Overtaxed with other responsibilit ies
– Users -  Individual policies
– Absence of Policy
– Social Engineering versus Technical 

Attacks
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Today’s Network
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Social Engineering: 
Phishing Email
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Impacts of an Attack

• Loss of service
• Alterat ion or destruction of data
• Breach of Privacy Regulations
• Financial losses
• Negative Reputat ion
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Your Responsibilit ies

• Policy Development
• Audit your network
• Identify acceptable risk
• Establish a regular review period
• Identify/ Secure Budget
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Services Checklist

• Are all key areas addressed?
– Patches/ Updates
– Email, Ant ivirus, Ant ispam
– Web pages
– Authent icat ion
– Remote access
– Wireless
– Internal Policies and Reviews
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Sustainment

• We must protect  against both internal and 
ex ternal threats.

• Mult iple layers of security must be in place 
to do the job.

• Security is not  a one- shot deal. It  requires 
and ongoing commitment both f iscally and 
in policy.

• Monitoring, Logging and Report ing
• Assure cont inued training
• Technology Review
• Yearly audits



Thanks!

Questions, comments, etc.


