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MO B I L E CL O U D CO M P U T I N G

INTRODUCTION
With the explosive growth of mobile devices in
recent years, there is a shift of user preferences
from traditional cell phones and laptops to
smartphones and tablets. Advances in the porta-
bility and capability of mobile devices, together
with widespread third/fourth generation (3G/4G)
Long Term Evolution (LTE) networks and WiFi
access, have brought rich mobile application
experiences to end users. Undoubtedly, the
demand for ubiquitous access to a wealth of
media content and services will continue to
increase, as indicated in a report by Cisco: traffic

from mobile devices is anticipated to account for
60 percent of the total global IP traffic by 2016.

However, the resource-constrained nature of
mobile devices, especially the limited battery life,
has been a stumbling block to further improve-
ments of mobile applications and services.
According to the 2012 U.S. Wireless Smart-
phone Customer Satisfaction Study, battery life
is the least satisfying aspect of smart phones, and
is one of the few attributes that have a declined
satisfaction score among consumers, rating an
average score of 6.7 out of 10 in 2012, down
from 6.9 in 2011. While new smart phones with
faster CPUs, larger storage, and bigger screens
are launched every day, and the bandwidth of
wireless networks has increased from kilobits per
second to megabits per second in just a few
years, the development of batteries has lagged
far behind the development of other compo-
nents (e.g., processors, storage, networks, and
displays) in mobile devices. In fact, faster CPUs
and larger displays consume more battery ener-
gy: among users of 4G-enabled smart phones,
satisfaction with battery performance is rated as
6.1, which is much lower than the 6.7 battery sat-
isfaction score of 3G users. Moreover, despite
the fast development of hardware technology, it
is still difficult to support computation-intensive
applications (e.g., image processing, augmented
reality) on mobile devices, hindering developers
from bringing richer experiences and complex
applications to mobile users.

The paradigm of mobile cloud computing
(MCC) is introduced to resolve the conflicts
mentioned above, in which the cloud serves as a
powerful complement to resource-constrained
mobile devices. MCC is a model for elastic aug-
mentation of mobile device capabilities via ubiq-
uitous wireless access to cloud storage and
computing resources, with context-aware dynam-
ic adaption to changes in the operating environ-
ment. Rather than conducting all computational
and data operations locally, MCC takes advan-
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ABSTRACT
Mobile cloud computing, with its promise to

meet the urgent need for richer applications and
services of resource-constrained mobile devices,
is emerging as a new computing paradigm and
has recently attracted significant attention. How-
ever, there is no clear definition and no well
defined scope for mobile cloud computing due
to commercial hype, and diverse ways of com-
bining cloud computing and mobile applications.
This article makes the first attempt to present a
survey of mobile cloud computing from the per-
spective of its intended usages. Specifically, we
introduce three common mobile cloud architec-
tures and classify comprehensive existing work
into two fundamental categories: computation
offloading and capability extending. Considering
the energy bottleneck and user context of mobile
devices, we discuss the research challenges and
opportunities of introducing cloud computing to
assist mobile devices, including energy-efficient
interactions, virtual machine migration over-
head, privacy, and security. Moreover, we
demonstrate three real-world applications
enabled by mobile cloud computing, in order to
stimulate further discussion and development of
this emerging field.

GEARING RESOURCE-POOR MOBILE DEVICES WITH
POWERFUL CLOUDS: ARCHITECTURES,

CHALLENGES, AND APPLICATIONS
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tage of the abundant resources in cloud plat-
forms to gather, store, and process data for
mobile devices. Many popular mobile applica-
tions have actually employed cloud computing to
provide enhanced services. For example, Apple’s
iCloud enables users to store and synchronize
their data (photos, videos, contacts, etc.) in the
cloud. Mobile web browsers like Amazon Silk
(Dolphin, Opera, etc.) exploit the computation
and network resources in Amazon Elastic Com-
pute Cloud (EC2) to compress web pages, mak-
ing it faster and cheaper to download these
pages to mobile devices. More innovative cloud-
based mobile applications like healthcare moni-
toring and massively multiplayer online (MMO)
mobile games are also under development.

Cloud computing and mobile applications
have been the leading technology trends in
recent years. It is not surprising that MCC, com-
bining the two, would create a thrilling field and
attract attention from both industry and
academia. But what is MCC? Does it really bring
a novel and useful computing paradigm, or is it
just commercial hype? In what ways can mobile
devices benefit from the cloud? And what are
the biggest challenges of using cloud computing
to augment and enhance mobile applications?

To answer the above questions, the rest of
this article is organized as follows. First, we start
with an overview of the existing architectures of
MCC. Second, we analyze how to exploit cloud
resources to benefit mobile devices, classifying
existing usage models into two categories: com-
putation offloading and capability extending.
Third, we unveil the challenges in gearing mobile
devices with the cloud. Finally, we highlight
three representative killer applications driven by
MCC before concluding this article.

ARCHITECTURES AND VISIONS
We first provide an overview of the architectures
underlying MCC, which define the way in which
mobile devices are connected to and interact
with the cloud. Specifically, we discuss the tradi-
tional centralized cloud, as well as the recently
proposed cloudlet and peer-based ad hoc mobile
cloud scenarios, followed by our visions for
future integrated mobile cloud architectures.

CENTRALIZED CLOUD
We refer to the architecture where mobile
devices obtain services from a traditional data
center as a centralized cloud [1]. In this architec-
ture, the cloud resource is placed in a remote
centralized cloud infrastructure, as illustrated in
Fig. 1. To access data center resources, mobile
devices usually access the backbone network via
WiFi access points (APs) or 3G/4G cellular net-
works. The cloud here acts as an agent between
the original content providers and mobile
devices. Rather than running applications locally
and directly requesting data from content pro-
viders, a mobile device can offload parts of their
workload to the cloud, taking advantage of the
abundant cloud resources to help gather, store,
and process data for the mobile device. Recent-
ly, many solutions based on this architecture
have emerged to enhance mobile experiences,
on which we further elaborate in Table 2. 

CLOUDLET
The access to the centralized cloud incurs long
latency due to wide area network (WAN) delays,
as illustrated in Fig. 1. However, real-time
mobile applications (e.g., online games, speech
recognition, Facetime) have strict requirements
on response time. Users of these applications
may have unsatisfactory experiences due to
delayed communication between the mobile
device and cloud.

Figure 1. Centralized cloud and cloudlet architecture.
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Cloudlet [2] has emerged as a promising
architecture to reduce such communication
delay. A cloudlet is a resource-rich server that
has Internet access and is well connected to
mobile devices via a high-speed local area net-
work (LAN), as highlighted in Fig. 1. Smooth
interaction can easily be achieved because of the
low latency in one-hop LANs. This paradigm is
similar to that of WiFi hotspots nowadays, where
a mobile device gains high-speed Internet access
whenever a WiFi hotspot is nearby. However,
many practical issues remain to be addressed,
including the sparseness of cloudlet deployment,
the business model, and cloudlet reliability.
Although there is a long way to go before the
cloudlet can be deployed, we believe that it has
inspired a new MCC paradigm.

AD HOC MOBILE CLOUD
The above architectures assume persistent con-
nectivity to either the cloud or cloudlet, which is
not always available or affordable (e.g., when the
mobile device is roaming). A third architecture
regards a crowd of mobile devices as an “ad hoc
mobile cloud,” where the neighboring mobile
devices are pooled together for resource sharing.
As shown in Fig. 2, in this paradigm, a task from
a mobile device can be either processed in a dis-
tributed and collaborative fashion on all the
mobile devices or handled by a particular mobile
device that acts as a server. The feasibility of this
architecture has been demonstrated in Virtual
Cloud Provider [3], a peer-based MapReduce
framework for mobile devices. It organizes near-
by mobile devices pursuing the same task into a
virtual cloud to distribute computation tasks.

VISIONS FOR THE FUTURE ARCHITECTURE
First, we envision that future MCC will leverage
a combination of different architectures, with
traditional data-center-based solutions on one
end of the spectrum and the ad hoc mobile cloud
on the other end. An ad hoc mobile cloud is a
backup solution when a group of users in collec-
tion are unable to access WiFi or cellular net-
works (e.g., passengers in the subway). Even
with good network access, the ad hoc mobile

cloud may be desirable for highly parallel tasks
due to its crowd-based nature. Cloudlets are
placed between mobile users and data centers,
and are preferable for highly interactive and
delay-sensitive applications (e.g., computer
vision, augmented reality). Cloudlets can be
deployed along with wireless APs and be charged
for in a “pay-as-you-go” fashion similar to tradi-
tional cloud computing.

Second, the mobile cloud framework should
support strong fault tolerance and transparent
migration across different architectures to
achieve seamless integration. A device may lose
its connection to the centralized cloud during a
service due to interrupted network connectivity.
In an ad hoc mobile cloud, peers may unexpect-
edly quit the ad hoc hot zone. Under such situa-
tions, the system should recover from the fault
as quickly as possible, and the current computing
state should be suspended, migrated to the
accessible cloud providers, and resumed; other-
wise, the related devices will have to spend extra
time on native execution. Such seamless integra-
tion and switching between different architec-
tures require an open interface standard for
heterogeneous cloud platforms and mobile
devices.

Last but not least, mobile devices should play
the role of not only independent consumers, but
also interdependent contributors. Besides being
resource providers in the ad hoc mobile cloud,
mobile devices can be service participants. Vari-
ous sensors (e.g., cameras, GPS, microphones)
have made the mobile device a natural collector
of context information. For example, mobile
devices in vehicles can report their local traffic
conditions to the centralized cloud. With traffic
information collected from all over the city, the
cloud can predict traffic jams or suggest routes
for drivers. Moreover, a mobile device can serve
as a resource relay; for example, nodes with sta-
ble Internet access in an ad hoc group could
share the network to other mobile devices with
poor connections, keeping the ad hoc mobile
cloud connected to the Internet.

The seamless integration of heterogeneous
cloud platforms and mobile devices, together
with the proper utilization of each mobile inhab-
itant, will finally make mobile cloud computing a
strong ecosystem. With the mobility and context
awareness of mobile devices, such an ecosystem
could better connect the cyber world with the phys-
ical world, eventually forming a foundation of
human-centric computing, exemplified by aug-
mented reality, healthcare, and personal assis-
tance, as demonstrated later.

INTENDED USES
Based on the above representative architectures,
we proceed to discuss how mobile devices can
leverage cloud computing for various uses. Con-
sidering the bottleneck of battery life and the
demand for richer services in mobile devices,
existing work can be categorized into two class-
es: computation offloading and capability extend-
ing, along with a detailed taxonomy summarized
in Tables 1 and 2, respectively.

IEEE Wireless Communications • June 20134

Figure 2. Ad hoc mobile cloud and its two working modes.
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COMPUTATION OFFLOADING

To overcome resource constraints on mobile
devices, a general idea is to offload parts of
resource-intensive tasks to the cloud. Since exe-
cution in the cloud is considerably faster than
that on mobile devices, it is worth shipping code
and data to the cloud and back to prolong the
battery life and speed up the application. This
offloading framework is illustrated in Fig. 3.
Despite diverse technologies to realize the run-
time environment in the cloud (Table 1), the
major differences between offloading techniques
lie in the offloading unit and partitioning strate-
gies.

Offloading Existing Applications — The first class of
approaches attempts to extract offloading-friend-
ly parts of codes from existing applications.
MAUI [4] proposes a model to enable fine-
grained code offloading to the cloud. To lever-
age MAUI, developers need to manually
annotate which methods could be offloaded. A
runtime profiler then predicts the energy usage
of the method invocation according to current
status information, and decides whether a
method should be executed natively or remotely
in order to minimize energy consumption.

Although the fine-grained method-level
offloading strategy used in MAUI may maximize
energy savings in mobile devices, it takes a con-
siderable amount of time for programmers to
annotate offloadable methods. To avoid manual
annotation, CloneCloud [5] automatically

decides what could be offloaded by utilizing a
static code analyzer to mark possible migrate/
merge points in the program bytecode. It then
utilizes dynamic profiling to determine the opti-
mal partitioning under different computation
and network environments.

Whereas MAUI and CloneCloud can only
offload one method/thread at a time and are
troubled by locking issues, COMET [6] over-
comes these limitations by relying on distributed
shared memory (DSM) systems and virtual
machine (VM) synchronization techniques to
enable multithreaded offloading. A field-level
granularity is used to manage memory consisten-
cy in order to reduce the frequency of required
communication between the mobile device and
cloud.

ThinkAir [7] also tries to extend MAUI and
CloneCloud by further exploiting the auto-scal-
ing feature offered by the cloud. For example,
when the resource depletion (e.g., out of memo-
ry) of a clone VM is detected, instead of propa-
gating the exception back, the cloud will allocate
more VMs for the task. Moreover, if the cloud
detects that the computation is parallelizable, it
will automatically launch multiple VMs to exe-
cute the job in parallel.

New Development Models — While the above meth-
ods all focus on offloading existing applications,
offloading can also be taken into account during
the initial development stage of new applica-
tions. Mobile applications usually consist of vari-

Table 1. Comparison of computation offloading models.

Approaches Blocking Optimization Offloading unit Concurrency Concept
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MAUI ! Battery Method X

Runtime environment
duplication

CloneCloud ! Battery and performance Thread X

COMET X Battery and performance Multithreads X

ThinkAir ! Battery Method !

mCloud X Performance Component ! Component-based
application

Weblet X Battery Component !

Table 2. Comparison of approaches in capability extension.

Approaches Feature Improved functions Network
traffic

Major resource
provided by cloud

Ca
pa
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lit

ie
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Ex
te

nd
in

g

Silk Web browser Loading speed, data volume Medium Computation

Voice Search/Siri Natural language UI Speech recognition, semantic analysis Medium Computation

iCloud/Dropbox Extended storage Storage capacity, file sharing High Storage

CloudTorrent File downloading Download speed High Network

Reflex Social interaction Spontaneous and global interaction Low Network

MobiCloud Network optimization Informed and secure routing/communication Low Computation
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ous components serving different high-level
functionalities, many of which are reusable (e.g.,
image processing, face recognition). In a new
model, offloadable components are predefined
in the development phase, and are shipped
between mobile devices and the cloud in an on-
demand manner. For example, MCloud [8] intro-
duces a composition approach that treats an
application as a combination of reusable compo-
nents. Component developers can publish to the
market their developed components, based on
which other developers can easily build a new
application.

Weblet [9] adopts a similar design, in which
an application is composed of weblets. A weblet
is a platform-independent entity that presents a
stateless and HTTP-based web service interface.
The framework dynamically decides whether a
weblet should run on the mobile device or in the
cloud, based on attributes such as power con-
sumption, monetary cost, and performance. Fur-
thermore, a weblet in the cloud can replicate
itself in the forms of pool and shadow. Pool han-
dles multiple tasks in parallel, while shadow pro-
vides fault tolerance and latency control.

CAPABILITY EXTENDING
Besides saving energy, cloud computing also
enables enhanced mobile experiences that were
previously impossible on resource-constrained
mobile devices. Many commercial mobile appli-
cations use the cloud to bring about rich fea-
tures, as illustrated in Table 2. They usually
employ a client-server framework that consists of
two parts, which run on the mobile device and
the cloud, respectively. Essentially, cloud com-
puting helps extend the capabilities of mobile
devices in three aspects: computation, storage,
and networking.

Computational Capability — Many applications nowa-
days support speech recognition (e.g., Google
Voice Search, Apple Siri). The acoustic models
for recognition and high-quality speech synthesis
must be trained with millions of voice samples in
thousands of dialects. This computation-inten-
sive task is infeasible on a mobile device and
should be delegated to the cloud. “Only there
can you reach the scale, the enormous volume of

interactions required to create a speech system
capable of rivaling human understanding,” said
Larry Heck, Microsoft’s chief scientist in the
Speech group and former vice president of
Nuance.

Storage — Another class of popular mobile cloud
applications aims to extend storage, in which user
data are stored in the cloud and synchronized to
pervasive devices. Dropbox, a popular cloud stor-
age service, uses Amazon’s S3 storage system as
its back-end, and secures user data with AES-256
encryption. To minimize synchronization cost, it
utilizes binary-delta encoding to upload the
changes made to a file rather than the entire file.
Apple’s iCloud is another storage service that
enables users to store or access data like applica-
tions, music, and contacts in the cloud through
multiple devices, including iOS-based devices and
PCs. It uses both Microsoft Azure and Amazon
Web Services as its service hosts. Although there
is steady growth in mobile storage capacity, the
ever increasing appetite of users for high-resolu-
tion videos and images promises the increasing
popularity of cloud storage.

Networking — The popularity of mobile devices
places higher requirements on network availabil-
ity and stability. Unlike a mobile device that has
limited network connectivity, a cloud provider is
typically connected to multiple carriers and
Internet service providers (ISPs) with high-speed
links, and can access Internet resources easily.
Therefore, the cloud also promises to be a pow-
erful agent in network connectivity improve-
ment. 

For instance, CloudTorrent [10] employs the
cloud as an agent between content providers and
mobile devices, which builds a virtual link for
mobile devices to access Internet resources. It
lets the cloud run BitTorrent file sharing appli-
cations and send downloaded files to mobile
devices to achieve fast and energy-efficient file
downloading. Reflex [1] proposes a flexible and
reusable system framework for social network
application development, where worldwide users
could spontaneously be connected together for
conferencing and gaming via the cloud. It
exploits well connected data centers across dif-

Figure 3. The abstract procedure of computation offloading.
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ferent regions of the same cloud provider to sup-
port real-time interactive sessions with low laten-
cy. MobiCloud [11] builds up a secure
service-oriented mobile cloud framework to
assist communications in mobile ad hoc net-
works (MANETs). It employs the cloud to cre-
ate a virtualized environment where physical
devices are mirrored to so-called extended semi-
shadow images (ESSIs), creating a virtualized
MANET routing layer that can guide routing
among real mobile devices.

CHALLENGES AND OPPORTUNITIES
We further identify four critical challenges and
opportunities in MCC, with respect to the
stochastic characteristic of wireless networks, vir-
tual machine (VM) migration overhead, privacy,
and security.

ENERGY-EFFICIENT INTERACTIONS
Wireless networks are stochastic in nature: not
only the availability and network capacity (e.g.,
bandwidth, signal strength) of APs vary from
place to place, but the downlink and uplink
bandwidth also fluctuates due to weather, build-
ing shields, mobility, flash crowds, and so on, as
shown in Fig. 1. This stochastic characteristic
may incur unpredictable energy consumption in
communications between mobile devices and the
cloud: measurement studies [12] show that the
energy consumption for transmitting a fixed
amount of data is inversely proportional to the
available bandwidth. This implies that transmit-
ting data in bad connectivity could consume con-
siderably more energy than doing so in good
connectivity.

Energy saving from computation offloading is
not guaranteed on mobile devices if the evoked
data transfers via wireless networks consume an
unpredictable amount of energy. Offloading can
save energy only if heavy computation is needed
and a relatively small amount of data has to be
transferred. Energy efficiency can be substantial-
ly improved if the cloud stores the data required
for computation, reducing data transmission
overhead. Admission control and bandwidth
allocation mechanisms in cellular base stations
and APs may guarantee network connectivity to
a certain extent, but cannot eliminate the
stochastic nature of wireless links. An alternative
approach is to dynamically adjust application

partitioning between the cloud and mobile
devices according to network conditions [4, 5],
although it is challenging to quickly and accu-
rately estimate the network connectivity with low
overhead.

Energy-efficient communications are also
critical when exploiting the cloud to extend the
capabilities of mobile devices. Frequent trans-
missions in bad connectivity will overly consume
energy, making the extended capabilities
unattractive, as battery life is always the top con-
cern of mobile users. The latest practical solu-
tion, called eTime [13], is to adaptively seize the
timing opportunity when network connectivity is
good to prefetch frequently used data while
deferring delay-tolerant data. However, this
approach is mainly suitable for prefetch-friendly
or delay-tolerant applications, such as social net-
working services (SNSs) and cloud storage.

VM MIGRATION OVERHEAD
Elastic resource scaling is one of the most impor-
tant advantages of cloud computing. Enabled by
the virtualization technology, cloud resources
can be provisioned as needed to complement
mobile applications [7]; that is, a VM instance
can be launched when user demands arise, and
shut down after the task terminates. However,
the dynamic VM provisioning and time-varying
resource demand of each VM instance may lead
to underutilization on the underlying physical
servers. To enhance utilization and energy effi-
ciency, cloud operators need to periodically
migrate and consolidate VM instances across
physical servers and even set some servers to
power saving mode if they are not used.

The above VM migration mechanisms may
impact the performance of mobile cloud applica-
tions: not only does the migration itself incur
suspended execution time, but the resource com-
petition between different VMs hosted on the
same physical server may also delay task comple-
tion. A possible remedy is that since the applica-
tions are processed at both the cloud and mobile
sides, migration can be conducted when the cur-
rent task is executed on the mobile side. More-
over, we can carefully group the tasks that
require different types of resources on a server.
For example, a CPU-intensive image processing
task and a network-intensive video streaming
task can be placed on the same physical server
to alleviate resource contention, eventually

Figure 4. SixthSense1 (left) and Project Glass2 (right).

1 “The thrilling potential
of SixthSense technology”:
http://on.ted.com/bDed

2 “Project Glass: One
day…”: http://www.
youtube.com/watch?v=9c
6W4CCU9M4
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improving front-end quality of experience of
mobile cloud applications.

On the other hand, VM migration mecha-
nisms can actually be leveraged to improve task
performance of mobile cloud applications; for
example, a VM instance can be migrated from a
busy server to a lightly loaded one to speed up
execution. VM instances can also be adaptively
migrated across geographically distributed data
centers, as the mobile user moves, to reduce the
interaction latency between the mobile device
and cloud platform. The trade-off between
migration overhead and performance in mobile
cloud computing should be carefully tuned and
balanced under different scenarios.

PRIVACY
Since mobile devices are usually personal items,
privacy must be considered when leveraging the
cloud to store and process their confidential data
remotely. Many mobile users are concerned with
advertisement pushes, through which their pri-
vate information like hobbies and locations may
be unconsciously collected and illegally spread.

Huang et al. propose a secure data processing
framework for mobile cloud computing [14], in
which critical data are protected by the unique
encryption key generated from the user’s trusted
authority and stored in an area isolated from the
public domain. Even when storage is breached in
the cloud, unauthorized parties including the
cloud vendor cannot obtain the private data. But
such encryption cannot handle scenarios in
which the cloud needs to operate on data (e.g.,
spelling checks).

Another particular privacy issue for mobile
users is the leakage of personal location infor-
mation in location-based services. To address the
problem, a method called “location cloaking”
makes user location data slightly imprecise
before submitting them to the cloud [15]. But
the imprecise data sometimes cannot provide
relevant or satisfactory results to users in certain
applications. Therefore, location cloaking should
be adaptively tuned to balance the trade-off
between privacy and result accuracy [15].

SECURITY
There are several aspects of mobile cloud securi-
ty, including antivirus, authentication, data pro-
tection, and digital rights management. Security
vulnerability can cause serious problems, includ-
ing property damage, cloud vendor economic
loss, and user distrust. There are many instances
of malware attempting to steal personal informa-
tion or intercept mobile transactions. Since
mobile devices are resource-constrained, locally
executed antivirus software can hardly protect
them from threats efficiently. A current solution
is to offload the threat detection functionality to
the cloud. Nevertheless, since a pure cloud
antivirus relies on cloud resources, it is difficult
to deal with malware that can block the device’s
Internet connection.

Besides, authentication is critical for access to
sensitive information such as bank accounts and
confidential files. With constrained text input on
mobile devices, users tend to use simple pass-
words, making mobile applications more vulner-
able to authentication threats. To solve this

issue, [16] builds up an authorization platform
where users are identified by their habits (e.g.,
calling patterns, location information, and web
access). The platform routinely records user
behavior information. When a server receives an
authorization request, it redirects the request to
an authorization engine, which uses the aggre-
gated behavior information and an authorization
policy to decide whether to accept the request or
not.

APPLICATIONS
AUGMENTED REALITY

A new class of mobile applications, augmented
reality (AR), has started to draw users’ atten-
tion. Wearable mobile devices, like gestural
interface SixthSense and Google’s head-mounted
display Project Glass, aim to blur the boundary
between the cyber world and real world. For
example, as shown in Fig. 4, SixthSense can pro-
ject augmented live news on a real-world news-
paper; Google Glass can overlay wearers’ vision
with map directions, calendar reminders, text
messages, and so on. Augmented reality is also
incorporated into mobile games, where virtual
objects are projected into the real world so that
users can interact with them. Nevertheless, algo-
rithms in augmented reality are mostly resource-
and computation-intensive, posing challenges to
resource-poor mobile devices.

These applications can integrate the power of
the cloud to handle complex processing of aug-
mented reality tasks. Specifically, data streams of
the sensors on a mobile device can be directed
to the cloud for processing, and the processed
data streams are then redirected back to the
device. It should be noted that AR applications
demand low latency to provide a life-like experi-
ence. In this sense, apart from exploiting cloud
resources, a mobile device can also offload data
processing to a nearby cloudlet or ad hoc mobile
cloud as elaborated earlier to avoid unpre-
dictable multihop network latencies.

REMOTE HEALTHCARE
With the increasing popularity of mobile devices,
all industries are changing their business and
products to adapt to mobile technology. Health-
care [17] is one of the leading areas where smart
phones, tablets, and sensors are deployed on a
large scale. Through remote communication,
doctors and nurses can get a real-time picture of
patients’ conditions and perform the correspond-
ing treatments. For example, Rehabcare Group
Inc., which runs hospitals and medical facilities
throughout the United States, has built cloud-
based apps on SalesForece.com to improve
healthcare experiences, such as paperless patient
preadmission and screening, and remote post-
operative monitoring.

A body area network is another example of
applying mobile technology in healthcare. Pro-
jects like CodeBlue and CareNet deploy small
wearable sensors on elderly people, monitoring
their physical conditions (e.g., temperature,
heart rate). These systems need to employ cloud
computing to simulate and analyze the massive
data collected. When emergencies like myocar-

Since mobile devices are
usually personal items,
privacy must be consid-
ered when leveraging
the cloud to store and
process their confidential
data remotely. Many
mobile users are con-
cerned with advertise-
ment pushes, through
which their private infor-
mation like hobbies and
locations may be uncon-
sciously collected and
illegally spread.
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dial infarction and falling down are detected,
hospitals aree informed immediately to provide
the necessary help.

WEB APPLICATIONS
Being cross-platform in nature, web applications
prevail nowadays, although their performance
cannot be compared to native applications. With
the development of mobile browsers, rich web
applications implemented with HTML5 and
JavaScript can now function properly on mobile
devices. Applications like web games utilize
advanced techniques like canvas, 3D transform,
and complex program logic in JavaScript to real-
ize dazzling visual effects and an interactive user
experience. However, graphic rendering and
JavaScript interpretation are energy-consuming.
These applications can offload parts of the pro-
cessing to the cloud, liberating the mobile device
from computation-intensive tasks. As a demon-
stration, COMET [6] has experimented offload-
ing JavaScript to the cloud and achieved an
acceleration rate of up to 8.5× . Amazon also
released the Silk browser for its Kindle Fire
tablet. Silk uses a split architecture, where some
browser subsystems are invoked on Amazon
EC2. Upon requesting a web page, Silk dynami-
cally partitions processing into a local part and a
remote part, based on attributes like the
resource size and page complexity. We believe
that future web browsers may integrate the
power of cloud computing to provide better web
experiences.

CONCLUSIONS
In this article, we describe the state of the art of
mobile cloud computing, from the brewing
offloading technology to commercialized mobile
cloud applications. We unveil the major chal-
lenges in mobile cloud computing and discuss
potential solutions. Although mobile devices
geared toward cloud computing will undoubtedly
change technology trends as well as our daily
lives, many practical problems remain to be
resolved to structure a full-fledged mobile cloud
system.
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